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HOW WELL IS YOUR COMPANY PROTECTED AGAINST CYBER ATTACKS?
WE WILL FIND OUT FOR YOU IN 3 PHASES.

First, we conduct an OSINT analysis (Open Source Intelligence) analysis of publicly accessible
information on the clear and dark web and identify potential vulnerabilities and any discrepancies
with your content deliberately published online.
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We then analyze your company's cyber resilience with regard to the threat posed by current
ransomware campaigns based on intensive expert interviews and technical tests.
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In our detailed report, you will find out how well your company is protected against cyber attacks.
In the concluding results workshop, we discuss specific recommendations for action. We answer
your questions in a direct dialog and discuss how you can protect your company even better.

The results of the assessment provide you with an overview of your current security level.

ANALYSIS
ca. 9 hours ca. 2 hours

WHAT DOES THAT MEAN IN CONCRETE TERMS?

The term OSINT comes from the world of intelligence services: We only use freely available, public
sources to obtain information and scan the Internet for you to find out how your company is posi-
tioned on the Internet. Our checks include personnel data, company structure, email addresses,
passwords, and confidential documents.

In our assessment, we use in-depth expert interviews and thorough technical checks to analyze
your company's threat situation with regard to specific, current ransomware campaigns. Typically,
we check your internal network, organizational processes and guidelines, for example.

We compile our findings for you in a comprehensive assessment report, weighted according to
severity and implementation effort, and highlight the most urgent need for action along the phases
of a potential attack. Of course, we also take the time to go through and discuss our findings in
detail with you in a joint workshop. We answer your questions, discuss your individual clarification
requirements and show you further support options from nicos.
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